
By Aaron Wolfe and Lance Smith



Speakers

ÅAaron Wolfe

> Senior Application Engineer at O'Neil & Associates, Inc. 

in Miamisburg, Ohio. 

> Also worked at Parts Express as Senior Web Developer 

and worked at The Berry Company (at the time an 

AT&T company) as a Senior Web Engineer. 

> Degree in Management Information Systems from 

Wright State University.

> Has been doing web development for 10+ years and 

has been using ColdFusion for 9 years. 

> Adobe Certified Expert (ACE) - ColdFusion 8

> Adobe Certified Expert (ACE) - Advanced ColdFusion 8

> Miami Valley ColdFusion User Group Manager



Speakers conôt

ÅLance Smith

> Senior Application Engineer at O'Neil & Associates, Inc. 

in Miamisburg, Ohio. 

> Also a part-time instructor of Web development and 

design at Sinclair Community College.

> Degree in Visual Communications from Sinclair 

Community College

> Currently pursuing a degree in Organizational 

Leadership from Wright State University. 

> Has been doing Web development for over 10 years. 

> Adobe Certified Expert (ACE) - ColdFusion 8

> Miami Valley ColdFusion User Group Manager

> Has twin boys who are now 16 months old.



What is an Error?

What is an Error?



What is an Error? conôt

ÅAn error is an unhandled exception.

ÅHappens whenever a tag or function is incapable 

of doing whatever the code has asked it to do -

such as connect to a database or process a 

variable (Adobe ColdFusion 8 WACK, E429).



What is an Error? conôt

ÅColdFusion does a great job showing the 

developer what is causing the problem.  

ÅBut, this information is sometimes too much 

information for the end user.

> Example:

ÁOne of our customers called last week and said 

ñThe system performed an error and displayed 

some programming gobbledygook.  We canôt 

have gobbledygook.ò

ÁReason this happened was a developer left a 

<cfdump var=ñ#CFCATCH#ò /> instead of using 

our solution.
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Our Personal Experience conôt

ÅWhy are we so passionate about error handling?

> Berry Company

ÁWhile at The Berry Company (at the time an 

AT&T company)

ÁThe server would become unresponsive at least 

2-3 times per week and sometimes daily.

ÁServer level error handling was put into place on 

to this legacy system that was unstable at best.

ÁWe received 1000's of error emails within a few 

hour time span.



Our Personal Experience conôt

ÁWe received enough emails to actually get our 

Exchange accounts locked until we deleted 

some of them.

ÁAfter the errors were fixed, the server became 

more stable and rarely went down or became 

unresponsive.



Our Personal Experience conôt

> Developers have a tendency to code to get it 

done and not worry about what happens if 

things go wrong.

> Error handling in the CF WACK books is only 

available in the electronic version and not 

enough emphasis is given to the subject.

ÁDisclaimer:  No offense to the CF WACK 

authors. 
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Examples:  ColdFusion

ÅThese were all found on Google.com.

ÅVarious phrases were used to find these.

ÅOuchéGot to love search engines storing our 

failures.  I do not want my work remembered this 

way.

ÅDISCLAIMER: If one of these is your site, we 

apologize!  Please donôt shoot the messenger!



Examples:  ColdFusion conôt
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Examples:  ColdFusion conôt



Examples:  Other Languages
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Reasons to use Error Handling conôt

ÅBetter Customer Experience

ÅPrevent Hacking

ÅMore Stable Server

ÅOur Personal Experience



Better Customer Experience conôt

ÅLet the customer know that you are aware of the 

problem without giving away too much information 

about your application or your server 

infrastructure.

ÅGive them a nice friendly error message with 

enough of a message to convey you are aware 

and working on the problem.

ÅIt doesn't hurt to make fun of yourself.  This will 

give the end user a more personal experience.  Of 

course, this depends on the culture and attitude of 

your business, and is not always advisable for 

every situation.



Better Customer Experience: Examples
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Better Customer Experience: Examples conôt



Prevent Hacking

ÅCould provide datasource names, user names, 

and/or passwords if information is stored within 

the ColdFusion code.  Not suggested, but people 

do it.

ÅCan be used to overload variables and perform 

SQL injection especially if <cfqueryparam /> is not 

used on dynamic SQL.



More Stable Server

ÅLess chance of long running requests.

ÅLess chance of memory leaks due to unfinished 

code.

ÅFile operations can be closed if the error is caught.
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Levels of Error Handling conôt

ÅLine level Error Handling

ÅApplication Level Error Handling

ÅServer Level Error Handling

ÅDatabase Error Handling



Line Level Error Handling

Å<cftry /> and <cfcatch />

> Used with one or more cfcatch tags. Together, 

they catch and process exceptions in 

ColdFusion pages. Exceptions are events that 

disrupt the normal flow of instructions in a 

ColdFusion page, such as failed database 

operations, missing include files, and 

developer-specified events.



Line Level Error Handling conôt

> Optional Attributes of <cfCatch />

ÁType

Application: catches application exceptions 

Database: catches database exceptions 

Template: catches ColdFusion page exceptions 

Security: catches security exceptions 

Object: catches object exceptions 

MissingInclude: catches missing include file exceptions 

Expression: catches expression exceptions 

Lock: catches lock exceptions 

Custom_type: catches the specified custom exception type 

that is defined in a cfthrow tag 

Searchengine: catches Verity search engine exceptions 

Any: catches all exception types 



Line Level Error Handling conôt

> Usage

<cftry>

<cfset dummyVar = test / 0 />

<cfcatch>

é

</catch>

</try>



Application Level Error Handling

Å<cferror />

> Can be used at the Application Level or Page 

Level.

> Most appropriate to use at the Application 

Level.



Application Level Error Handling conôt

> Attributes

ÁTemplate

Relative Path

ÁType

Exception: an exception of the type 

specified by the exception attribute.  (Full 

range of CFML tags.)

Validation: errors recognized by server-side 

type validation.  (No CFML allowed, but 

has Error Struct)

Request: any encountered error .  (No 

CFML allowed, but has Error Struct)



Application Level Error Handling conôt

ÁException

Application: application exceptions. 

Database: database exceptions. 

Template: ColdFusion page exceptions. 

Security: security exceptions. 

Object: object exceptions. 

MissingInclude: missing include file exceptions. 

Expression: expression exceptions. 

Lock: lock exceptions. 

Custom_type: developer-defined exceptions, 

defined in the cfthrow tag. 

Any: all exception types. 



Application Level Error Handling conôt

> Usage of <cfError /> within the non-function 

area of Application.cfc:

Á<cferror type="exception" exception="any" 

template=ñ/err/apperr.cfm" />



Application Level Error Handling conôt

> Usage of <onError /> within Application.cfc

<cffunction name="onError" output="true" 

returntype="void">

<cfargument name="exception" required="false" 

default=""/>

<cfargument name="eventName" type="string" 

required="false" default="" />

<cfthrow object="#exception#" />

<!--- No returns --->

</cffunction>



Application Level Error Handling conôt

> Usage of <onMissingTemplate /> within 

Application.cfc
<cffunction name="onMissingTemplate" 

output="false" returntype="boolean">

<cfargument name="targetPage" type="string" 

required="false" default="" />

<cfthrow message="Missing Template: 

#targetPage#.">

<cfreturn true />

</cffunction>



Server Level Error Handling

ÅCFAdmin

> Site-Wide Error Handler

> Site-Wide Missing Template Handler

> Found within the ColdFusion Admin > Server 

Settings > Settings

ÁMissing Template Handler

ÁSite-wide Error Handler 



Server Level Error Handling conôt

> Usage

ÁRelative Path

> Example

Á/CFIDE/debug/customErrorHandling/apperr.cfm



Server Level Error Handling conôt


