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A Aaron Wolfe

Senior Application Engineer at O'Neil & Associates, Inc.
In Miamisburg, Ohio.

Also worked at Parts Express as Senior Web Developer
and worked at The Berry Company (at the time an
AT&T company) as a Senior Web Engineer.

Degree in Management Information Systems from
Wright State University.

Has been doing web development for 10+ years and
has been using ColdFusion for 9 years.

Adobe Certified Expert (ACE) - ColdFusion 8
Adobe Certified Expert (ACE) - Advanced ColdFusion 8
Miami Valley ColdFusion User Group Manager
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Speakersc onot

A Lance Smith

Senior Application Engineer at O'Neil & Associates, Inc.
In Miamisburg, Ohio.

Also a part-time instructor of Web development and
design at Sinclair Community College.

Degree in Visual Communications from Sinclair
Community College

Currently pursuing a degree in Organizational
Leadership from Wright State University.

Has been doing Web development for over 10 years.
Adobe Certified Expert (ACE) - ColdFusion 8

Miami Valley ColdFusion User Group Manager

Has twin boys who are now 16 months old.
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What Is an Error?

What I1s an Error?



Whatis an Error27c on Ot

A An error is an unhandled exception.

A Happens whenever a tag or function is incapable
of doing whatever the code has asked it to do -
such as connect to a database or process a
variable (Adobe ColdFusion 8 WACK, E429).



Whatis an Error27c on Ot

A ColdFusion does a great job showing the
developer what is causing the problem.

A But, this information is sometimes too much
Information for the end user.

Example:

AOne of our customers called last week and said
NThe system performed a
some programming gobbl e
have gobbl edygook. o

AReason this happened was a developer left a
<cfdumpvar=n # CFCATCH#o0 [ > 1 n
our solution.
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Our Personal Experience

Our Personal
Experience
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Our Personal Experiencec o n 0 t

A Why are we so passionate about error handling?

Berry Company

AWhile at The Berry Company (at the time an
AT&T company)

AThe server would become unresponsive at least
2-3 times per week and sometimes dalily.

AServer level error handling was put into place on
to this legacy system that was unstable at best.

AWe received 1000's of error emails within a few
hour time span.




Our Personal Experiencec o n 0 t

AWe received enough emails to actually get our
Exchange accounts locked until we deleted
some of them.

AAfter the errors were fixed, the server became
more stable and rarely went down or became
unresponsive.



Our Personal Experiencec o n 0 t

Developers have a tendency to code to get it
done and not worry about what happens if
things go wrong.

Error handling in the CF WACK books is only
available in the electronic version and not
enough emphasis is given to the subject.

ADisclaimer: No offense to the CF WACK
authors.
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Examples: ColdFusion
A These were all found on Google.com.

A Various phrases were used to find these.

AOuchéGot to | ove search

failures. | do not want my work remembered this
way.

A DISCLAIMER: If one of these is your site, we
apol ogi ze! Pl ease donot



Examples: ColdFusionc on o6t

Error Occurred While Processing Request

Variable MAKE_VCH is undefined.

The error occurred in
D:\INETPUB\ wwwroot\ content\ Buy\ Inventory\index.cfm:

line 117

115 : <cfset HIMLTitle = "Used #make vch# #model vchf in #ci" />

116 <cfelsze>

117 . <cfset HIMLTitle = "Used #make vch# #model vchi# Near gentered postal code vchi" /=
118 </cfif>

115 . <cfset friendlyName = "Search Result3" />

Pleaze try the following:

o Check the ColdFusion documentation to verify that you are using the correct syntax.
¢ Search the Knowledge Baze to find a solution to your problem.

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media

B 1
rowser Center PC 6.0; InfoPath.2)
Remaote
204.2.164.68
Address
Referrer

Date/Time 17-May-09 02:51 PM
Stack Trace (click to expand]




Examples: ColdFusionc on o6t

Error Occurred While Processing Request

The system has attempted to use an undefined value, which usually indicates a programming error, either in your code or some system code.
Null Fointers are another name for undefined values.

The error occurred in
D:\Inetpub'wwwroot\smps\ Application.cfm: line 24

22 CLIENTMANAGEMENT="Yes"

23 : SESSICHMANAGEMENT="Yes"

24 : SETCLIENTCOOEIES="Yes">

2 <cfif isdefined('client.usename') and isdefined('client.name') and isdefined('client.department')>
26 <cfset client.username="">

Fleaze try the following:

s Check the ColdFusion documentation to verify that you are using the correct syntax.
s Search the Knowledge Base to find a solution to your problem.

Browser Mozilla/4.5 (compatible; HTTrack 3.0x; Windows 98)
Remote Address 138.78.141.87

Referrer http://www.smcm.edu/academics/webcat/
Date/Time 27-Jul-07 04:32 AM

Stack Trace

at cfapplication2ecfm1098413767.runPage{D:\Inetpub\wwwroot\smpshApplication.cfm: 24)

java.lang -HullPointerException
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Examples: ColdFusionc on o6t

The web site you are accessing has experienced an unexpected error.
Please contact the website administrator.

The following information is meant for the website developer for debugging purposes.

Error Occurred While Processing Request

Element SVALUE is undefined in FORM.

The error occurred in C:3\JRund

\servers\ www' cfusion.ear cfusion.war’ opinions\ymodel\ actSetsearchParms.cfm:
line 1

Called from C:“JRun4d
\servershwwwicfusion.ear\cfusion.warkopinionsifbx_switch.cfm: line
57

Called from C:"JRun<
Zeerverswwwicfusion.ear\cfusion.war\opinionshindex.cfm: line 241
called from Z:“JRun4
‘servershwwwicfusion.ear\cfusion.war\opinionshindex.cfm: line 1
Called from C:“JRun4
‘serversiwwwicfusion.ear\cfusion.waropinionshindex.cfm: line 1

1 ! <=of=et textlen = Len(Trim(FORM.SValue) ) >

2

3 ! <cfif wariables.textlen gt 0>

Resources:

s Check the ColdFusion documentation to wverify that vou are using the correct syntax.
s Search the Knowledge Base to find a solution to yvour problem.




Examples: Other Languages

Product Promotions

Apple Promotions Past Promotions Rebate Status FAQ

Server Error in '/' Application.

Unable to validate data.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for
more information about the error and where it originated in the code.

Exception Details: System.Web.HttpException: Unable to validate data.

Source Error:

An unhandled exception was generated during the execution of the current web

request. Information regarding the origin and location of the exception can be
identified using the exception stack trace below.

Stack Trace:

[HitpException (0x80004005): Unable to validate data.]

System.Web.Configuration.MachineKey.GetDecodedData(Byte[] buf, Byte[] modifier, Int32 start, Int32 length, Int32& da
System.Web.Ul.LosFormatter.Deserialize(String input) +60

[HttpException (0x80004005): Authentication of viewstate failed. 1) Ifthis is a cluster, edit <machineKey= configuration ¢
System.Web.Ul.LosFormatter.Deserialize(String input) +118

System.Web.Ul.Page.LoadPageStateFromPersistenceMedium() +102



Reasons to use Error Handlino

Reasons to use
Error Handling
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Reasons to use Error Handlino

A Better Customer Experience
A Prevent Hacking

A More Stable Server

A Our Personal Experience



Better Customer Experiencec on 0t

A Let the customer know that you are aware of the

problem without giving away too much information
about your application or your server
Infrastructure.

A Give them a nice friendly error message with

enough of a message to convey you are aware
and working on the problem.

A It doesn't hurt to make fun of yourself. This will
give the end user a more personal experience. Of
course, this depends on the culture and attitude of

your business, and is not always advisable for
every situation.

ONEII.-. ..............................................................................................................................................................................................................



Better Customer Experience: Examples

Whoops! Something went wrong. Now we know about it!

Disaster recovery procedures:
= HBeturn home.

= Gethelp.
= Share your concern(s).

uéb‘%‘-




Better Customer Experience: Examplesc o n 0t

WE'RE GONNA NEED A BIGGER BOAT!

THE GOOD NEWS: We have the forum fully up and running on the dedicated server
THE BAD NEWS The processor on the server isn't up to it

We are going to have to upgrade - this will take 24 hours

Apologies for any inconvenience. Thank you for your ongoing support and patience
See ya on the other side - hopefully tomorrow am

Simon and Brian



Better Customer Experience: Examplesc on 0t

N
N

PAGE NOT FOUND

(p-s. see you soon)



Better Customer Experience: Examplesc o n 0t

Woopsie Daisy!

Looks like something went completely wrong!

But don't worry - it can happen to the best of us,
- and it just happened to you.

Try one of these instead:

Home Contact



Prevent Hacking

A Could provide datasource names, user names,
and/or passwords if information is stored within
the ColdFusion code. Not suggested, but people
do it.

A Can be used to overload variables and perform
SQL injection especially if <cfqueryparam /> is not
used on dynamic SQL.



More Stable Server
A Less chance of long running requests.

A Less chance of memory leaks due to unfinished
code.

A File operations can be closed if the error is caught.



Levels of Error Handling

Levels of Error
Handling



A Line level Error Handling

A Application Level Error Handling
A Server Level Error Handling

A Database Error Handling



Line Level Error Handlino

A <cftry /> and <cfcatch />

Used with one or more cfcatch tags. Together,
they catch and process exceptions in
ColdFusion pages. Exceptions are events that
disrupt the normal flow of instructions in a
ColdFusion page, such as failed database
operations, missing include files, and
developer-specified events.



Line Level Error Handlingc on 6 t

Optional Attributes of <cfCatch />
A Type

Application: catches application exceptions
Database: catches database exceptions
Template: catches ColdFusion page exceptions
Security: catches security exceptions
Object: catches object exceptions
Missinginclude: catches missing include file exceptions
Expression: catches expression exceptions
Lock: catches lock exceptions

Custom_type: catches the specified custom exception type
that is defined in a cfthrow tag

Searchengine: catches Verity search engine exceptions
Any: catches all exception types



Usage
<cftry>
<cfset dummyVar =test/ 0 />
<cfcatch>
é
</catch>

<[try>



Application Level Error Handlino

A <cferror />

Can be used at the Application Level or Page
Level.

Most appropriate to use at the Application
Level.



Application Level Error Handlingc o n 6 t

Attributes
ATemplate
Relative Path
AType
Exception: an exception of the type

specified by the exception attribute. (Full
range of CFML tags.)

Validation: errors recognized by server-side
type validation. (No CFML allowed, but
has Error Struct)

Request: any encountered error . (No
C CFML allowed, but has Error Struct)
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Application Level Error Handlingc o n 0 t
AException
Application: application exceptions.
Database: database exceptions.
Template: ColdFusion page exceptions.
Security: security exceptions.
Object: object exceptions.
Missinglnclude: missing include file exceptions.
Expression: expression exceptions.
Lock: lock exceptions.

Custom_type: developer-defined exceptions,
defined in the cfthrow tag.

Any: all exception types.




Application Level Error Handlingc o n 6 t

Usage of <cfError /> within the non-function
area of Application.cfc:

A<cferror type="exception" exception="any"
templ ate=n/err/ apperr.c



Application Level Error Handlingc o n 6 t

Usage of <onError /> within Application.cfc

<cffunction name="onError" output="true"
returntype="void">

<cfargument name="exception" required="false
default=""/>

<cfargument name="eventName" type="string"
required="false" default="" />

<cfthrow object="#exception#" />

<l--- No returns --->

</cffunction>
L
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Application Level Error Handlingc o n 6 t

Usage of <onMissingTemplate /> within

Application.cfc
<cffunction name="onMissingTemplate"
output="false" returntype="boolean">

<cfargument name="targetPage" type="string
required="false" default="" />

<cfthrow message="Missing Template:
#targetPage#.">

<cfreturn true />
</cffunction>



Server Level Error Handline
A CFAdmin

Site-Wide Error Handler
Site-Wide Missing Template Handler

Found within the ColdFusion Admin > Server
Settings > Settings

AMissing Template Handler
ASite-wide Error Handler



Usage
ARelative Path

Example
A/CFIDE/debug/customErrorHandling/apperr.cfm



Server Level Error Handlingc o n 0 t




